











Policy, allowing you to easily exclude certain files from all top-level folders by editing the default policy.

After you edit your policy, we strongly recommend using Visualize! to verify that your policy rules are
working as expected.

Wildcard rules:

A wildcard rule is used to either include or exclude files and folders matching certain criteria. Use the
dropdown at the top of the rule editor to change whether the rule will include or exclude files and folders.
The dropdown list to the immediate right of the include/exclude dropdown indicates whether the rule will
apply to both files and folders, just folders, or just files.

Wildcard rules match on either the relative path or absolute path of a file or folder. The absolute path is
simply the filesystem path you would normally use to open a file. The relative path is the remaining path
after the path of the top-level folder is excluded.

For example, say that you had a top-level folder "Users" that was backing up the C:\Users folder, and you
wanted to add a rule that excluded the C:\Users\MusicFan\My Music folder. The absolute path would be
C:\Users\MusicFan\My Music. The relative path would be \MusicFan\My Music since this is the part of the
path that comes after the path of the top-level folder (C:\Users).

Visualize! will usually add wildcard rules that use relative paths. Relative paths are more robust because if
the location of the top-level folder changes the policy rule will not need to be changed (this is not true for
absolute paths). Note that if you are creating a rule that will apply to files in any folder (e.g., "*.mp3") then
it does not matter whether you use an absolute path or a relative path.

The textbox on the third line of the rule is where you actually type the wildcard pattern. The * character
matches any number of any characters. The ? characters matches exactly one of any character. The * and ?
can also be used in conjunction with the directory separator character (either \ or /) to create powerful and
precise patterns. Here are some guidelines and examples (in the example, c:\Users is the path of the top-
level directory):

e The pattern "abc*" will match files or directories that start with abc and that have any file
extension.

e The pattern "*.txt" will match all files or directories that have a file extension of "txt"
e The pattern "*.*txt" will match all files or directories that have a file extension that ends with "txt"

e The pattern "abc*.*txt" will match all files or directories that start with abc and have a file
extension that ends with "txt"

e The pattern "*20??.dat" would match "abc-2000.dat" and "abc-2010.dat" but it would not match
"abc-20100.dat"

e A pattern that starts with "*\" or that contains "\*\" will match any number of directories (one or
more levels of directories). For example, "*\My Music" will match files in any My Music directory no
matter how deeply nested it is (e.g., it would match all of the following: C:\Users\My Music,
C:\Users\MusicFan\My Music, C:\Users\MusicFan\My Documents\My Music, etc.).

As another example, "*\Classical\*\Beethoven" would match both:
"C:\Users\MusicFan\My Music\Classical\1800-Favorites\Personal\Beethoven" as well as
"C:\Users\MusicFan\My Music\Classical\1800-Archive\Beethoven"

e If you have one or more non-star characters, followed by a * and then a directory separator (or
you have a * followed by one or more non-star characters followed by a directory separator), this
will match exactly one directory level. For example, "*\Classical\1800-*\Beethoven" would match

"C:\Users\MusicFan\My Music\Classical\1800-Archive\Beethoven"
"C:\Users\MusicFan\My Music\Classical\1800-Favorites\Beethoven"
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but it would not match
"C:\Users\MusicFan\My Music\Classical\1800-Favorites\Personal\Beethoven"

e  This principle also applies to the use of the ? character. If you want to include any directory name
but you only want it to match one directory and no subdirectories, then use "\?*\".

For example, "*\Classical\?*\Beethoven" would match:
"C:\Users\MusicFan\My Music\Classical\1800-Archive\Beethoven"
"C:\Users\MusicFan\My Music\Classical\1800-Favorites\Beethoven"

but it would not match
"C:\Users\MusicFan\My Music\Classical\1800-Favorites\Personal\Beethoven"

We highly recommend testing complex rules using the Visualize! feature before backing up to make sure
that they are worked as you would expect them to.

In addition to specifying a wildcard pattern, you can also use matching criteria based on a file's modification
date and time (either relative to the current date and time when the backup is being processed or an
absolute date and time).

If you are adding an exclude rule in order to exclude files that were backed up previously and you no longer
want to back them up, then you should check the Destroy files excluded by this rule option. This indicates
that any files that were previously backed up but are now excluded by this rule should be removed from the
backup. You can turn this option on for all policy rules by using the Versioning tab of the Options page or by
editing the folder properties.

If you are confident that a particular folder will never contain any files that need to be backed up, then you
can increase the efficiency of the backup by adding an exclude rule and turning on the Rule cannot be
overridden option. This indicates that if this rule matches a file or folder, and rules below this rule in the rule
list will be ignored. If you use this to exclude a directory, then the backup will not even check inside the
directory for files and folders that might be part of the backup -- it will immediately skip the directory
instead.

Use the Rule cannot be overridden feature with caution. For example, if you exclude the C:\Users\Archive
folder and enable this option for that rule, but then add an include rule for *.doc, any *.doc files in the
C:\Users\Archive folder will not be backed up because the exclude rule for the Archive folder cannot be
overridden.

Finally, if this wildcard rule is an include rule, then the Change Backup Settings for Rule will be active. This is
used to customize the backup properties for files matching this wildcard rule. See more details about this
feature below.

Apply policy rules:

An "Apply policy" rule is used to include all of the other rules in some other policy in this policy. This is used
by default to include all of the rules from the Default Policy in each top-level folder's backup policy. Note
that it does not include the first rule from the referenced policy if the rule is "include *.*" or "exclude *.*".
For example, even though the first rule of the default policy is "Include *.*" this rule is ignored and it will
not affect any exclude rules you have before the "Apply Default Policy" rule.

You can use the Edit ... Policy button to actually edit the rules of the referenced policy. The easiest way to
edit the default policy is to therefore edit any policy, highlight the 'Apply Default Policy' rule, and then click
this button.

As an advanced option, you can choose to only include the exclude wildcard rules or the include wildcard
rules from the referenced policy. Also, you can indicate that you want to invert the meaning of these rules
(meaning exclude rules become include rules and vice versa). These options are advanced and should not
normally be changed.

Customizing properties for files matching a policy rule:
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Wildcard rules can also be used to override folder properties (such as versioning settings). This is
accomplished by adding an include wildcard rule matching the folders and files that need the customized
properties, and then by clicking the Change Backup Settings for Rule button at the bottom of the rule editor
(if the button does not appear, please move your mouse over the area and/or resize the window --
sometimes the controls do not refresh correctly and the button is not visible until you move your mouse
over it). Clicking this button will bring up the properties editor window, allowing you to override the folder
properties for files matching this include rule. Note that the button is disabled for exclude rules, because the
properties only affect files that are backed up.
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Quick Reference: Backup Software

m&:hedule

This page is used to set the backup schedule for remote backups, local server backups, and local disk
backups.

&

Schedule

There is one tab across the top for each backup destination. If a particular destination is not yet configured
on the My Account page, then the tab for it will be hidden.

If you are performing both local backups and remote backups, then we recommend scheduling the local
backup to start one to three hours before the remote backup is scheduled to start. Certain operating
systems (Windows 2003 or better and Windows Vista or better) do allow you to backup remotely and
concurrently at the same time; however, we recommend that in most cases it is better to have the local
backup run first. If you are backing up Microsoft Exchange, then the backups must not run concurrently. To
enforce this, change the Restrict Concurrent Backups option on the Backup tab of the Options page to be
set to checked (Yes).

Open File Backup
Restrict Cancurrent Backups

Scheduled backups can be disabled by changing the setting to backing up Manually. Otherwise, use the
Weekly option to backup one or more times per week (the default is to backup every day). Unless you have
good reasons for not backing up every day, we recommend daily backups, as the backup is able to best
optimize for performance on a daily schedule. The first time you come to this page for a particular backup
destination it will suggest a random time for daily backups between 7pm and 5am.

Perform the backup: But only on these
O Manually Sunday
(%) Daily Monday
W
Skarting at this time: Tuesday
= Wednesday
01:45 &M = Tharsday
This mary times per day: Friday
1 Saturday

You can indicate how many times who would like to backup every day. If this is more than 1, then it will
evenly divide 24 hours by the number of times to backup, and then schedule a backup that often starting at
the backup time. For example, if you indicate to backup 3 times per day starting at 6:30pm, then it will
schedule backups for 6:30pm, 2:30am, and 10:30am.

Note: If you are backing up individual files that are individually larger than 10 GB, we recommend only
backing up once or twice per day, with the best time to start the backup being in the early evening hours.

If you need to schedule a backup to start on a particular date and time in the future, then you can use the
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Set and Clear buttons in the Schedule a one time backup control group to do this.

There are three options that affect scheduling:
Optians:
[ ]Do nat start backup during business hour:
[ ]cancel backup if stil running during busine
Wake the computer ko backup yaour data
[ ]start backup only if logged on (advanced
s supervisor service Far scheduling

e Wake the computer to backup your data: If this option is checked, then a Windows task scheduler
task will be created that will be triggered at the appropriate times to ensure that your computer
wakes up from standby, if necessary. Note that if your computer has been put into hibernation it
will not be able to wake up your computer. If your computer is always on (e.g., because it's a
server) we recommend leaving this unchecked.

e Start backup only if logged on: If a Windows task scheduler task is heeded in order to schedule the
backup (either because you are waking up the computer to backup your data or you are not using
the supervisor service for scheduling), then normally it will ask you for your Windows password so
that the Windows task scheduler can log you on if you are not logged on when the backup needs
to begin. However, if you don't have a Windows password, or you don't want to enter your
password, then check this option. It will allow you to continue without entering a password, but
when it's checked it also means that the backup will not be able to start if you are not logged in.

e  Use supervisor service for scheduling: If this is checked, then %$CLIENT_NAME% will use a
Windows service instead of the Windows task scheduler to actually start the scheduled backup. In
general we have found that the Windows service is more reliable than the Windows task scheduler
in starting backups. However, if you are running a version of Windows older than Windows 2000 or
you have specialized scheduling needs, then it may be necessary to rely solely on the Windows
task scheduler for starting scheduled backups.




THE BACKUP SOFTWARE USERS GUIDE
Quick Reference: Backup Software

mOptions

This page allows you to configure options that affect all backup destinations (remote, local server, and local
disk backups).

Options

Navigate to different categories of options by using the tabs across the top. The following option categories
are available:

Notifications
Versioning
Backup
Bandwidth
Advanced
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momions: Notifications

The Notifications page configures when you should receive backup-related email notifications, to whom the
emails should be sent, and how the emails should be sent.

4] Matifications

Normally you only need to configure the Notifications sub-category. However, if the software has trouble
sending email, you may need to configure the SMTP server settings in the Outgoing Email Configuration
subcategory.

+ Notifications

e Email Address:
Where natifications should be sent. Separate multiple addresses with a semicolon (;).
Normally you can leave this blank, in which case it will use the email address associated
with your account in the web portal. This has the advantage that the notification email
address can be updated from the web without having to change the settings in the backup
client.

e  Email Format:
If your email reader supports HTML, choose one of the email formats. If your email reader
does not support HTML or you prefer smaller emails, choose the plain text format.

e Action on Start of Backup:
What to do when a backup starts. For this setting and the other action settings, this can
be one of the following:

Do nothing -- you will not be notified

Notify me with a balloon window -- a small window will appear for a few seconds by
the tray area of your taskbar informing you of the event

Notify me and send me an email -- in addition to showing the balloon window, it will
send you an email, but it will not attach the actual backup log

Notify me and send me an email with logs -- the same as the above, but it will also
attach the full backup log (possibly zipped)

e Action on Successful Finish:
What to do when the backup ends with 0 warnings and 0 errors.

e Action on Finished with Warnings:
What to do when the backup ends with some warnings and 0 errors.

e Action on Finished with Errors:
What do do when the backup ends with some errors.

e Last Backup Quick Alert:
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After you unlock your computer or your screen saver is deactivated the backup manager
can show a quick alert balloon window showing the status of your last backup. It can be
configured to only show this alert once per completed backup, not at all, or every time
you unlock your computer or deactivate your screen saver.

Balloon Window Duration:
How long balloon windows should remain visible (in seconds).

e Outgoing Email Configuration

Minimum Zip Size:
When sending emails, if any attached backup logs are larger than this amount (in KB)
then it will automatically .zip the log file before attaching it.

Send via local SMTP Server:
Enable this option if you want to send via your own mail delivery server (SMTP server).

e  SMTP Server Address:
The network hostname of the SMTP server to use. If you need to use a TCP port
other than port 25, use the syntax: hostname:port

For example: smtp.myisp.com:465

e  SMTP User Name:
If your SMTP server requires authentication, specify your SMTP username.

e  SMTP Password:
The password associated with the user in the SMTP User Name field.

e  SMTP Connection Security:
Certain SMTP servers require network communication to be encrypted (through
TLS or SSL). In most cases the Automatic setting is best. This determines what
type of connection security to use:

Automatic -- If you connect to port 25, it will not use TLS/SSL. If you connect
to port 465, it will immediately start a TLS/SSL connection. If you connect to
some other port, it will negotiate for a TLS/SSL connection using the STARTTLS
command.

Normal -- It will never try to form a TLS/SSL connection.

Secure connection -- Same behavior as Automatic, except that it requires a
TLS/SSL connection on port 25 through the STARTTLS command.

Force immediate TLS/SSL -- Upon connecting it will immediately attempt to
start a TLS/SSL connection.

Force negotiation of TLS/SSL -- It will require a TLS/SSL connection through
the use of the STARTTLS command.

e POP3 authenticate before SMTP:
Instead of requiring a username and password, some SMTP servers require that
you login to a related POP3 server immediately before using the SMTP server.

e POP3 Server Address:
The network hostname of the POP3 server. If you need to connect on a
TCP port other than 110, use the syntax: hostname:port.

e POP3 User Name:
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The username to login with. Typically this is your email address (or just
the first part of it).

e POP3 Password:
The password associated with the POP3 User Name.

e  POP3 Connection Security:
Similar to the SMTP Connection Security setting, except that port 110 is
the 'unencrypted' port instead of port 25 for the Automatic setting.

Send via Direct SMTP:

If this is enabled, the software will try to connect directly to the destination mail server of
each recipient and deliver the mail directly. Normally this method is successful, although
some mail servers will mark the mail message as spam if you have a dynamic IP address.

Send via MAPI:

These options are strictly for backwards compatibility and should normally not be used.
Most MAPI compatible mail clients will not allow programs to send email without first
confirming each message with you every time a message is sent.

e MAPI Profile Name: See your email software vendor for the appropriate value.
e MAPI Profile Password: The password associated with your MAPI profile.
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MOptions: Versioning

The Versioning page is used to configure how much historical and deleted data is retained. It also
determines whether or not files that were previously backed up (but are now excluded) are automatically
destroyed.

2 | Mersioning
The settings here can be overridden for a particular folder, file type, or file on the Folders page.
e  Limit Number of Versions to Store:

If this is checked, then The Backup Software will automatically destroy older historical versions that
should not longer be retained. If this is unchecked, then all historical versions will be kept forever.

e  Number of Days to Keep Historical Versions:
This indicates that all historical versions generated within the last N days should be
retained. For example, if this set to 365 and a file changed once per week, it would retain
no more than 52 historical versions of that file. Normally this setting is the only setting
that needs to be adjusted in this section.

e Minimum Number of Versions to Keep:
This indicates that this number of historical versions for each file should always be
retained even if the historical version is older than what the Number of Days to Keep
Historical Versions allows for. For example, if you were keeping 365 days of versions, and
a file changed twice per year, then normally there would be only 2 historical versions
retained for that file. If you wanted to ensure that no matter what there were always at
least 4 historical versions retained for any file, then you would set this setting to be 5 (4
historical versions + the current version). This is an advanced setting and typically does
not need to be changed.

e  Maximum Number of Versions to Keep:
This setting overrides the previous two settings. It indicates that for each file there should
never be no more than N versions of the file (including the current version). If this is set
to -1 (the default), then when to destroy old versions of a file is determined solely by the
Number of Days to Keep Historical Versions setting.

Caution: If this setting is not -1, then it may not be possible to restore some files to a
point in time in the past, even if that point in time is more recent than the point in time
window dictated by the Number of Days to Keep Historical Versions setting. This is
because historical versions of a file may be destroyed sooner than they would otherwise
be because the file is changing too frequently and thus exceeds the maximum number of
allowed versions before it exceeds the time limit imposed by the Number of Days to Keep
Historical Versions setting.

This is an advanced setting and typically should be left at -1. It is normally only used on
folders that contain data that changes on a regular basis, for example a folder where all
files in the folder change once per day, etc.

e Destroy Deleted Files:
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This indicates how often the software should check for deleted files that are too old (according to
the setting below) and should be permanently removed from the backup. We recommend leaving
this set to Weekly.

e Number of Days to Keep Deleted Files:
This is how long files that are backed up and then deleted off of your local computer
should be retained for. The software will automatically synchronize this setting with the
Number of Days to Keep Historical Versions setting. Keeping this setting synchronized
ensures that you can do a true point-in-time restore and restore to any point N days in
the past (where N is the value of both of these settings), because files that were deleted
less than N days ago are still able to be restored at the point in time more than N days
ago. Only change this setting manually if you are sure you want to retain deleted files for
a shorter period of time.

Typically you only change this setting for specific folders by editing the properties for a
specific folder on the Folders page.

Destroy Excluded Files:

Indicates whether or not files that were previously backed up but are now excluded from the
backup (because of a rule in the backup policy) should automatically be destroyed on the remote
server. Turn this setting on if you want to automatically remove from the backup any data that is
shown in red on the Visualize! dialog. We recommend using Visualize! to double-check your backup

policies before turning this on.
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MOptions: Backup

The settings of the Backup page allow you to adjust the behavior of the backup engine.

£ Backup

Use these settings to fine tune performance, configure open file backup (VSS enabled) advanced settings,
configured actions to happen before and after the backup (or before and after the volume snapshots are
taken), and to adjust the management of log files.

¢ Shutdown/Restart Behavior:

Backup on Logoff or Shutdown:

If this is checked, if you try to logoff or shutdown the computer and the The Backup
Software is running then it will cancel the logoff or shutdown, run a backup, and then re-
initiate the logoff or shutdown.

Delay Shutdown to Finish Backup:

Whether or not to delay a shutdown or reboot of the computer. If this is set to Yes then if
the backup is running when the system tries to logoff, shutdown, or reboot, it will delay
this until the backup finishes. If this is set to No or Auto then the backup will instead be
immediately canceled and it will automatically schedule a one-time backup job 10 minutes
in the future, so that the backup can continue where it left off as soon as the system is
back to a normal state.

e Email Archiving:

NOTE: These category will only appear if you have installed email archiving and you are switched
to the primary settings profile (the first profile that appears in the list in the switch profile dialog).

Deduplication Schedule:

How frequently duplicate messages in the email archive(s) should be scanned for and
deduped. The deduplication process will always initiate on a Saturday morning. If you
would like to setup a custom schedule, set this to Never and then use the Windows task
manager to start the backup software program with the /deduparchives command line
switch. -

¢ Exchange Server:

Full Path to eseutil.exe:

If you are backing up Exchange information stores then The Backup Software can use the
eseutil Exchange program to verify the integrity of your information store before it backs it
up. (This is recommended by Microsoft and is helpful in catching silent data corruption on
your local hard disk.) Normally the location of eseutil.exe can be found automatically, but
sometimes you have to manually specify where it can be found.

If you don't see the Verify Database Files option on the folder properties page, then you
need to manually specify the path to eseutil.exe using this setting.
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e ShadowProtect:

Full Path to sbrun.exe:

If you are backing up StorageCraft ShadowProtect bare-metal backup images, The Backup
Software can verify the correctness, integrity, and completeness of these backups. To do
this, it needs to know where ShadowProtect is installed. If you have installed it within a
standard location, it will be automatically detected. Otherwise, you will need to use this
setting to indicate the directory that contains the sbrun.exe file that is installed as part of
ShadowProtect. Once the location of ShadowProtect is identified, new integration options
will become available in the properties for folders on the Folders page.

e Backup Session:

Number of Retries for Entire Operation:

If a transient error (such as a network failure) is experienced during the backup, the
backup will continue to try up to this many times before giving up and logging a failure. In
this way, the backup jobs will do their best to overcome any temporary conditions and
always complete a fully successful backup.

Number of Retries for Individual Files:

This is the number of times an operation should be retried for transient errors that are
specific to individual files (such as an open or locked file when not using open file
backup).

Number of Resume Retries:

This is the number of times that the backup will attempt to resume an operation after
experiencing a transient error in the middle of backing up a file. If you are backing up
really large files, we recommend setting this value to be the same as the Number of
Retries for Entire Operation setting.

Delay Between Retry Attempts:
After a transient failure (network failure, etc.), the software will wait this many seconds
before retrying the last command.

Worker Thread Priority:

This is the process priority that should be used for backup jobs. We highly recommend
keeping this set to Below Normal or Low, as it does not significantly affect backup
performance but it does help with system responsiveness.

Use Low Priority I/O:

On Vista (or better) and Server 2008 (or better) the OS can treat IO from different
processes with different levels of priority. If you are using a laptop and prefer system
responsiveness instead of maximum backup speed, try enabling this option.

¢ Open File Backup:

Restrict Concurrent Backups:

If this option is checked, if a remote backup starts while a local backup is running (or vice
versa), then the backup that started second will wait until the backup that was already
running to finish before processing. You must enable this option if you are backing up a
Microsoft Exchange information store to more than one destination, because Exchange
only supports one backup at a time.

Volume Shadow Copy Mode:

Supported values for this option are either Off or Auto. If you are having trouble with VSS
(Volume Shadow Copy Services) or do not need to use open file backup then you can
disable the use of VSS with this option.

Volume Shadow Backup Type:
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The Backup Software works as a VSS requestor and cooperates with the VSS writers on
your system (such as the Exchange VSS writer and the SQL Server VSS writer) in order to
capture a good snapshot of your server applications, as well as to perform routine
maintenance at the end of a good backup.

If you do not want The Backup Software to rotate/cleanup transaction logs (such as
Exchange transaction logs) at the end of the backup (e.g., because some other backup is
relying on them), then change this setting to Copy and The Backup Software will not ask
the VSS writers to cleanup transaction logs.

Volume Shadow Copy Exclusions:
If you do not need to use open file backup on certain volumes, then you can list the drive
letters of these volumes here, separated by commas. (e.g., C:, D:)

Volume Shadow Copy Writer Exclusions:

The Backup Software automatically determines which VSS writers to involve in the backup
by examining the set of files in your backup set. If you want to explicitly exclude a VSS
writer from the backup, you may list them in this setting. Separate multiple writers by
commas.

To get a list of VSS writers on your system, run the 'vssadmin list writers' command inside
of a command prompt.

Volume Shadow Copy Provider:

VSS providers are responsible for cooperating with your disk and filesystem drivers in
actually taking a snapshot of your volumes. All systems come with the default Microsoft
provider. Certain SAN vendors may provide a special provider that works with hardware
snapshots on the SAN. Also, certain 3rd party backup vendors will also install a custom
VSS provider.

Use this setting to customize which VSS provider should be used for taking snapshots of
particular volumes. Specify the names or GUIDs of the VSS providers that should be used,
separated by commas. Each provider should have the volume name (or *) followed by an
equal sign, followed by the partial name of the provider to use.

For example:

*=Microsoft, D:=EqualLogic
This example indicates that the Microsoft provider should be used by default, except that
for D: the EqualLogic VSS provider should be used.

Volume Shadow Copy Logging:
Change this at the direction of technical support in order to diagnose rare VSS issues.

Most VSS issues can be diagnosed by looking for vss, volsnap, and other events in the
Windows application and system event log. Also, make sure that the Volume Shadow
Copy service is running, as well as the MS Shadow Copy Provider service. It is also helpful
to run the following commands at the command prompt to see if they run successfully:

vssadmin list providers
vssadmin list writers

If these commands fail, search the Microsoft knowledge base for information about the
failure. Rebooting often fixes the problem.

Please contact us if you have trouble diagnosing and resolving issues with Volume Shadow
Copy Services on your system and we will be glad to assist you.

Scripted Actions:
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Action Trigger:
The backup can be configured to run commands and stop/start services either before and
after the entire backup or before and after the volume snapshots are taken.

This can be useful to backup certain legacy applications that either don't support being
backed up while in an open state or have offline backup procedures.

This setting determines when the services and scripts in this settings sub-category are
stopped and started -- either when the backup itself begins and ends, or right before and
after the VSS volume snapshot is taken. This is called the trigger action.

Preinit Stop Scripts:

At the start of the backup or right before the VSS snapshot, The Backup Software will
execute this set of scripts and programs. You can list .bat files (batch files) here. Separate
multiple scripts with semicolons.

Preinit Stop Services:
At the start of the backup or right before the VSS snapshot, these Windows services will
be stopped. Separate multiple services with semicolons.

Preinit Fail Action:

If the backup fails to start some of the scripts of stop some of the services listed above,
this determines how the backup should proceed (either fail immediately or warn and
continue).

Postinit Start Services:
After the end of the backup or after the VSS snapshot is taken, these Windows services
will be started. Separate multiple services with semicolons.

Postinit Start Scripts:

After the end of the backup or after the VSS snapshot is taken, this set of scripts and
programs will be executed. You can list .bat files (batch files) here. Separate multiple
scripts with semicolons.

e Logging:

Number of Days Before Zipping Log Files:

All log files are stored in the Logs subdirectory of the directory where the program was
installed. To save space, log files older than this number of days will automatically be
zipped. Zipped log files are recognized as valid log files on the System Status page, and
the log viewer is also able to open zip files directly.

For these reasons, there is no disadvantage to zipping log files after a few days, and it can
save you a lot of disk space, especially for backups that scan millions of files.

Number of Days to Retain Log Files:
Log files older than this number of days will automatically be placed into the Windows
recycle bin.

Diagnostics Logging:
Technical support may direct you to change this setting to aid in diagnosing and resolving
errors in your backups.

Performance Logging:
If local backups are performing slowly, enable this setting to help technical support
understand the cause.

Slow Event Timer:
If performance logging is enabled, then any internal process that takes longer than this

66



many milliseconds will be logged. Normally you would set it to a value close to 10000 (10
seconds).
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MOptions: Bandwidth

Bandwidth used by the backups can be throttled for both remote and local backups.

& Bandwidth

The week is divided up into Off Hours and Business Hours. By default business hours are between 7am and
7pm Monday through Friday. You can specify different bandwidth limits for Off Hours and Business Hours,
ensuring that your backups won't affect your business operations if run during the day, while still
maximizing performance when possible.

Tip: You can change these settings while the backup is running. Changes will take effect immediately. You
do not need to restart the backup for the changes to take effect.

e Bandwidth Usage:

Usage Mode During Off Hours:

For convenience, three bandwidth rates are defined: High, Medium, and Low. You can
choose to use one of these modes or set this to Max, which indicates that bandwidth
should not be throttled.

You can customize the actual rates for the High, Medium, and Low modes using the other
settings below.

Usage Mode During Business Hours:
Similar to the previous setting, except that it determines bandwidth throttling during
business hours.

High Bandwidth Usage (Kbits/sec):

The maximum bandwidth to use for the High mode. 1 Megabit/sec is about 1000 Kbit/sec.
A T1 provides about 1400 Kbit/sec. Cable modems usually provide around 700 to 2000
Kbit/sec. DSLs typically provide between 250 Kbit and 2000 Kbit/sec. Fiber connections
can provide up to 20,000 Kbit/sec.

Medium Bandwidth Usage (Kbits/sec):
The maximum bandwidth to use for the Medium mode.

Low Bandwidth Usage (Kbits/sec):
The maximum bandwidth to use for the Low mode.

Local Server Bandwidth Multiplier:

When local server backups are running, the same bandwidth throttling settings are used
as for remote backups above, except that the rate for the active mode is also multiplied
by this number. If this is equal to -1.0 then it disables bandwidth throttling for this backup
destination.

Local Disk Bandwidth Multiplier:
Similar to the previous setting, except that it affects local disk backups instead of local
server backups.
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Local Disk Max Disk Bandwidth (KB/sec):

Local disk backups perform additional copying of data during the incremental backups of
large files. This setting regulates the rate of all forms of data copying during the local disk
backup operation. If your local disk backups are failing with temporary file system errors,
the USB disk or network volume is temporarily dropping out, or other similar errors, try
setting this to 5000. If problems persist, contact technical support.

e Business Hours:

Starting Weekday:
The day of the week when business hours should start to become applicable.

Ending Weekday:
The last day of the week when business hours are applicable.

Starting Time:
The time when business hours begin on a weekday.

Ending Time:
The time when business hours end on a weekday.
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m0ptions: Advanced

The Advanced options affect the overall operation of the software.

i2¢ Advanced

Backup options that normally do not need to be changed are also located on this tab.

¢ Software Updates:

Check for New Versions:
How frequently the software should check for newer software versions.

Automatically Install Updates:

If this is checked, then after each backup (or when the backup manager is running) it will
automatically download and install software updates. If this is unchecked, updates will
automatically be downloaded, but you will be asked if you want to install the update
before it proceeds.

You probably do not want to turn this option on if you are using a software firewall or
Internet security product that restricts outbound Internet access only to approved
applications. This is because if the software is continually changing, your security software
will treat the backup program as a new program and will block its Internet access until
you manually tell your firewall to approve access. If you always allow outbound traffic on
port 443 (or port 5470 if you are configured to use that port instead), then it is safe to
turn on this option.

Treat Minor Versions as Major Versions:

Software updates are classified by our development team as either minor or major. Minor
updates are more frequent and contain minor feature updates or specific bugfixes. If this
is set to No then it will only automatically install major versions (if you have automatic
installs of updates enabled). You may always use the software updates tab on the system
status page to check for a new version (minor or major) at any time.

e Software Security:

Access Control Level:

You can prevent users who do not know your account password from changing your
backup settings (even if they are an administrator on this machine). If you change this
option to Require Account Password then your settings will be locked and cannot be
changed until they are unlocked.

There is a button in the lower-left hand corner of the window that can be used to unlock
the settings. Settings will remain unlocked for 30 minutes, or until you re-lock the settings
using the button, or until the program exits (whichever comes first).

Access Control User List:
If the Access Control Level is set to Require Account Password then normally it will ask for
the password of the account currently configured on the My Account page in the software
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before allowing settings to be changed. This setting forces the software to only allow
changes if the correct password is typed for one of the accounts listed in this setting.

This setting can be used to lock down the software so that the settings can only be
changed by someone who knows the password for a specific account. This setting should
contain the list of usernames of the users authorized to change the backup settings.
Multiple users can be specified by separating usernames with commas.

Start Backup Manager at Logon:
If enabled, the backup manager will automatically start when the current Windows user
logs in to Windows.

e Windows Registry:

Registry Storage Location:

The software can either store its settings in either a machine-specific location
(HKEY_LOCAL_MACHINE) or a user-specific location (HKEY_CURRENT_USER). This is an
advanced setting. Normally you should always store the settings in @ machine-specific
location.

Use Secure ACLs:

If this option is enabled it uses Windows security features to restrict non-administrators
from reading or modifying the configuration of the software in the Windows registry. It
should always be left on in almost all circumstances.

e Backup Engine:

Number of Concurrent Connections:
Large data sets may backup faster if more than one file is backed up at the same time.
This setting determines how many files can be backed up concurrently.

Maintenance Mode:

Every 7 to 14 days, extra work is performed on the account, such as checking for old
deleted files to purge and to verify all data that should be stored in the backup is actually
stored in the backup. This process can take quite a while if there are hundreds of
thousands of directories. Set the maintenance mode to Background to have this work be
performed in the background and not during the main backup job. This ensures that
backup jobs do not take longer than normal. The maintenance running in the background
will not interfere with backup jobs running at the same time.

Extra Days Between Maintenance:

Accounts with millions of directories in the backup set may want to run account
maintenance work once a month instead of once every 7 to 14 days. Change this setting
to 24 to enable such a strategy. We also recommend setting the Maintenance Mode to
Background for accounts this large.

Directory Cache Size:

For performance, during backups while changed files are being uploaded in the
foreground, a background process is scanning the directories in the backup set to
determine which files have changed. This determines how "far ahead" this background
process can get. Increasing this value has the potential to increase performance for
accounts with millions of directories, but does require more memory. Typically the default
setting of 10,000 is a good balance.

Always Check Block Fingerprints:

The Backup Software uses the modification date and time and size of a file in order to
quickly determine if the file has changed since the last time it was backed up. For certain
types of files, this technique is not sufficient to detect all changes.
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For example, Microsoft Exchange and SQL server can write data to a file for several days
or even weeks without causing the modification date on the file to change. In general, any
application that will keep a file open for days, weeks, or even months without re-opening
the file will need to have the file contents scanned in order to detect changes.

Turning this option on tells the backup engine that it must scan the contents of files in
order to determine whether or not they have changed. Typically you do not turn this
option on for all folders here, but rather you turn it on only for the specific top-level
folders that contain the data that needs the more thorough change-detection technique
(such as Exchange and SQL server data). Please see our knowledge base for more
information.

Note that The Backup Software will always scan the contents of the following file types to
detect changes: .chk, .edb, .stm, .mdb, .Idb, .mdf, .Idf, .ndf, .db, .vhd, .vmdk, .vdi.

WARNING: Do not change this setting to Disabled without contacting technical support.

e Local Backup Engine:

Synchronous File Updates:
Whether or not to force the flushing of the target medium's physical write buffers after
backing up each file for local disk backups. (For remote backups this is always enabled.)

Periodically Flush Buffered Writes:

Certain file systems or NAS devices may have trouble if the local disk backup is too fast
and the target storage device has a very large write cache. Enabling this option will cause
the write buffer to be flushed every 5 MB, and may help improve backup stability if the
backup target medium is heavily loaded or stalls out periodically.
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m0verview: File Manager

The file manager is used to view, restore, and destroy data.

2

File Manager

When restoring, you can either restore the current version of the data or you can restore data as it existed
at an earlier point in time. You can select to restore just one file, a set of files, or everything. Likewise, you
can use the file manager to destroy all versions of your data, destroy old historical versions, or to destroy
only "deleted" files. (Deleted files are files that were backed up and then later deleted off of your computer,
which are being retained according to your versioning settings).

To use the file manager, you first login with your account credentials and then choose which task you want
to perform: restoring data or deleting data. Each task will take you through a wizard follows this pattern:
1. You select which data to either restore or destroy (a single file, many files, or everything)
2. You configure options related to restoring or destroying
3. The file manager builds a list of all files and versions that will be restored or destroyed. You will be
presented with a report explaining exactly what is about to happen. When you confirm that you are
ready to proceed, the restore or destroy process will continue.
4. Finally, the data is either restored or destroyed.

NOTE: Normally only one instance of the file manager can be running at one time. However, if you want to
start several instances of the file manager tool (e.g., to restore different sets of files at the same time), then
use the Windows start menu to start the additional instances of the application. When you start the tool
from the Windows start menu, it will allow the other instances to start. If you use the File Manager button
on the Control Panel page in the backup manager to start the tool, then if you are already running the file
manager it will bring that window to the foreground instead of starting a new instance.
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MLogin Page

The Login Page allows you to login and connect to the remote server or to your local backup storage. If you
have configured local backups, the server drop down list will also contain selections for the local server or
local disk backup destinations. Additionally, you can also select a different filesystem path that contains
backup data by using the restore from disk field.

Sepver: | SEFYEr.MYCOMpany, com
User Mame: | My&ccountLogin

Password: | sesesssssses

Restore From Disk: | |

If you are performing an emergency restore from a USB disk that our data center shipped to you, use the
Restore from Disk field to browse to the directory on the USB disk that contains your account's data (the
root of the USB disk should contain a text file indicating the proper location).

NOTE: You do not need your credentials to restore data from local backups. This means that once you have
backed up your data locally, you will always be able to use that backup, even if you no longer have service
with us. To restore data without your credentials, use the browse button (...) next to the Restore from Disk
field to select the directory containing your local backup data. After you do this, click Next and you will be
able to choose the Restore command without valid account credentials.

To complete this page, click Next, and if successful you will be taken to the Task Selection page.
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@Task Selection

From the Task Selection page you to choose what you would like to do with the backup data.

You can choose to either restore data or to destroy data.

Restore Daka Destroy Daka

If you choose to destroy data, you will be required to enter the account password again if you logged in
with a saved password on the login page. This is to ensure that the user operating the program knows the
account password before being allowed to destroy data.

NOTE: When you destroy data it immediately reduces the disk usage in your account. There is no delay
between when you destroy the data and when the disk usage in your account is reduced.
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MRestoring Data: Data Selection

The Restore Data page lets you select which folders and files you want to restore. You check off the data
you want to restore and click Next when you're ready to choose your restore options.

The pane on the left is the folder pane and contains the list of folders. When you first enter this page the
folder list will automatically download. Once downloaded, you can browse all of the folders that are on the
server and use the checkboxes to select or unselect particular folders.

The pane on the right is the file list pane and shows the files that are inside the currently selected folder on
the folder pane.

TIP: If you want to check or uncheck many files at the same time (but you do not want to check/uncheck
all of the files in that directory), then use shift-click and ctrl-click to highlight the files of interest in the file
list pane, then right click one of those files and choose either Select or Unselect.

NOTE: If you only want to restore a single file, find the file on this page, right click it, and choose
Versions... A dialog will appear that shows the list of all versions that can be restored for this file. You can
then choose to download a specific version, or to destroy one particular version (and all older versions).
Note that the Size column in the versions dialog indicates the size the file when it was uploaded to create
that version (the size of the delta required to actually store the data for each version is not displayed).
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@Restoring Data: Options

Once you select the data to restore, the wizard helps you choose where you want to place the restored
data, which point in time to use, and what to do if the files you are restoring already exist.

The options are split across two pages. Once you have finished changing the first page of options, click Next
to get to the second options page. Once you have finished with the second page of options, click Next to get
to the action confirmation page.

Location to place restored folders and files (page 1):

You can choose to either place the restored files back into the same place that they were in when they were
backed up, or you can choose to restore to a different folder of your choosing. If you are restoring a
historical version of your data instead of the current version, you probably want to choose to restore the
data to an alternate location.

Version control (page 1):
This group of options controls whether you restore the most recent version of your data or some historical

version. How many historical versions will be available to restore depend on what your versioning settings
were when you backed up your data.

TIP: If you just want to restore your files exactly as they existed at a certain date and time, use the Data as
it existed at or before choice and leave the other options set to their default settings.

There are three different methods to choose from to control which versions to restore:
e  Most recent data: The most recent version of your data will be restored.

o Data as it existed at or before: Use this option to perform a point-in-time restore. A point-in-time
restore is where you restore your files as they would have existed at some particular point in time.
With this option, the most recent version that is before the indicated date and time will be restored.

e Data matching date nearest to: This is an advanced setting and typically should not be used. It
indicates that the version of the file that is closest to the indicated date and time should be
restored. With this option it is possible that the version that will be restored will be past the
indicated point in time.

There are three options that adjust how deleted files are treated. Deleted files are files that were backed up
and then later deleted from your local computer, and are now being retained in the backup according to
your versioning settings. The three options are:

e Include deleted files in search checkbox: If this box is not checked, then deleted files will not be
restored (even if they were selected on the data selection page).

e However, exclude deleted files not matching point in time checkbox: This option is only relevant if
the Include deleted files in search option is checked. If this box is checked, then any files that did
not actually exist on your computer at the date and time indicated in the version control settings
will not be restored. In other words, any files that were deleted after the date and time will not be
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restored.

For example, say that a file named 'report.docx' was backed up on July 1st, 2000, and then it was
later deleted from your computer on August 15th, 2000. If you performed a point-in-time restore
for July 20th, 2000, then the 'report.docx' file would be restored, whether or not this option was
checked. However, if you performed a point-in-time restore for August 20th, 2000, then this file
would only be restored if this option was not checked.

To perform a point-in-time restore, you normally want to leave this option checked. This will ensure
that any files that were deleted from your local system at the given date and time will not be
restored.

e Include the deleted date and time in the restored filename checkbox: If this option is checked, then
any deleted files that are restored will be restored using a modified filename that appends the
following to the name of the file: [Deleted Month, Day Year]

Finally, the Include the version date and time in the restored filename option can be used to include the
restored version's timestamp in the restored file's filename. For example, if you are restoring a historical file
named 'report.docx' that was uploaded on July 1st, 2000, then it will actually restore the data to a file
named 'report [historical version July 1st, 2000].docx." This option is useful if you want to restore the
historical versions of certain files back into their original locations, but you do not want to overwrite the
current versions of those files.

Incremental backup cache (page 1):
If you check this option, then the data will not actually be restored. Instead, the software will rebuild the

incremental backup cache. This is useful if you are resuming incremental backups after a complete system
crash (see Restoring After a System Crash).

How existing files should be treated (page 2):

This determines how files that already exist in the restore location that have the same name as a file being
restored should be treated. You can choose from the following options:

e  Prompt for action: Every time a conflict occurs, a dialog box will be shown presenting the details of
each file (the file already on your computer and the file being restored) asking what you want to
do.

e  Overwrite without asking: Files with the same name that already exist on your computer will be
overwritten with the data restored from the backup without asking you for confirmation.

e  Skip without asking: Files with the same name that already exist on your computer will not be
restored.

¢ Move to this folder: Files with the same name that already exist on your computer will be moved to
a different folder (that you specify) before the file is restored from the backup.

Subdirectory creation options (page 2):
These options determine how the directory structure within the alternate restore location should be re-
created. These options are not applicable if you are restoring the files to their original locations. There are
three ways to choose from:
e Flat: All files that you are restoring from any folder will be placed into the same directory. No
subdirectories will be created, and any files with the same filename will be renamed to avoid
conflicts. Typically you would not want to select this option.

e Minimalized: This indicates that any common parent directories in the list of directories you have
selected for restore will not be created (only the subdirectories needed to differentiate the files
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being restored will be created). This concept is best illustrated with an example.
Say that you had selected the following three folders for restoring:

Users\Analyst\My Documents
Users\Analyst\My Documents\My Pictures
Users\Analyst\My Documents\My Music

Also, say that you had chosen to restore the files to C:\Restored.

Since "Users\Analyst\My Documents" was a common parent directory of all of the folders, if the
data was restored with this option then it would restore files in ...\My Documents into C:\Restored,
restore files in ...\My Documents\My Pictures into C:\Restored\My Pictures, and restore files in
...\My Documents\My Music into C:\Restored\My Music.

Typically, this is the option that you want to select.

Full reconstruction: This option will cause all subdirectories to be recreated. Continuing the
example above, if this option was selected, in the example the data would be restored to:

C:\Restored\Users\Analyst\My Documents
C:\Restored\Users\Analyst\My Documents\My Pictures
C:\Restored\Users\Analyst\My Documents\My Music
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MRestoring Data: Action Confirmation

Clicking Next on the second restore options page brings you to this page. This page will download a list of
all versions of files that should be restored based on the choices you have made so far. Once it has built a
list of a versions that will be restored, it will present a detailed report showing what is about to happen. You
can use this information to confirm that you have configured your restore options correctly.

If you are ready to proceed to start restoring your data, click the Restore button in the lower-right hand
corner. Once the restore process begins, you will not be able to change the restore options without
canceling and starting over. Clicking Restore will take you to the action page.

TIP: This page does not restore any data. It is only building a list of files that it is going to be restored
during the next step. You still need to click the Restore button after it has finished building the file list in
order for the restore process to begin.
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MRestoring Data: Action

At this point it will download and restore all of your data according to your data selection and restore
options.

NOTE: If you checked the rebuild incremental backup cache option, this step will not actually restore any
data but rather will rebuild the incremental backup cache for the selected files.

This page will display the current download rate, as well a log of the activity so far.

When all of the selected files have been restored, the action results page will automatically appear.
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mRestoring Data: Action Results

This is the final step of the wizard where the software presents a summary of what happened during the
restore process, as well as a detailed log showing all of the details. The detailed restore log will also appear
on the System Status page in The Backup Software.

At this point you can choose to either exit the program or you can start over if you want to perform another
task.
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MDestroying Data: Data Selection

The Destroy Data page lets you select which folders and files you want to destroy. You check off the data
you want to destroy and click Next when you're ready to choose your destroy options.

The user interface on this page is identical in function to the Restoring Data: Data Selection Page.
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mDestroying Data: Options

Once you select the data to destroy, the wizard helps you choose the strategy that should be followed when
choosing which versions of each file should be destroyed.

There is only one page of destroy options. Once you have finished changing the destroy options, click Next
to get to the action confirmation page.

Version control:

This group of options controls whether you destroy all versions of the data you have selected, or whether
only certain historical versions are destroyed.

Tip: The options are set by default to only destroy historical versions of files that do not match your global
data retention policy as set in your versioning settings. If you completed a destroy process but did not see
your disk usage decrease, then please double-check that you chose to destroy all versions of your data (if
that is what you are trying to do).

There are three different methods to choose from to control which versions to destroy:
e Destroy all data: All versions of each selected file will be destroyed.

e Destroy versions with data older than (date and time): Use this option to destroy all historical
versions that are older than a particular point in time. This is useful if you recently changed your
versioning settings to keep fewer days of historical versions, and now you want to immediately
destroy any versions that do not match your new retention policy. There are three checkboxes that
affect the behavior of this method:

e Allow current version to be included in search for versions to destroy:
If this is checked, then it will be possible to destroy all versions of a file if that file was
uploaded before the indicated date and time. If you are only trying to trim unwanted
historical versions, do not check this option.

e However, keep at least ___ version(s), including the current version:
If this is checked, then even if a historical version is older than the indicated date and
time, it will not be destroyed if it would cause the file to have fewer than N versions. For
example, if you set this to 3, then it would never destroy the current version and would
never destroy the two most recent historical versions.

e But allow no more than ___ version(s), including the current version:
If this is checked, then it will make sure that each file has no more than N versions. For
example, if you set this to 3, then it would destroy any versions older than the 2nd
historical version, even if those versions were more recent than the date and time
indicated above.

TIP: It does not make sense to set this to a value that is less than the value of the
previous setting.

TIP: If you set this to 0, then all versions of each file will be destroyed, including the
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current version.

Destroy versions that are at least ____ step(s) away from the current version: This is useful if you
want to destroy historical versions not based on a date and time, but rather based solely on how
many historical versions there are for a file. For example, if you set this to 3, then it will make sure
that each file has no more than the current version and the two most recent historical versions
(any other older historical versions would be destroyed).

In addition to choosing how to select which version to destroy, the Consider only deleted files option makes
it easy to destroy only deleted files. Deleted files are files that were backed up and later were deleted from
your computer, and are still in the backup according to your versioning settings. If this option is checked,
then any files that were selected on the data selection page that are not "deleted" will not be destroyed.

85



THE BACKUP SOFTWARE USERS GUIDE
Quick Reference: File Manager

mDestroying Data: Action Confirmation

Clicking Next on the destroy options page brings you to this page. This page will download a list of all
versions of files that should be destroyed based on the choices you have made so far. Once it has built a list
of a versions that will be destroyed, it will present a detailed report showing what is about to happen. You
can use this information to confirm that you have configured your destroy options correctly.

If you are ready to proceed to start destroying your data, click the Destroy button in the lower-right hand
corner. Once the destroy process begins, you will not be able to change the destroy options without
canceling and starting over. Clicking Destroy will take you to the action page.

TIP: This page does not actually destroy any data. It is only building a list of files that it is going to be
destroyed during the next step. You still need to click the Destroy button after it has finished building the file
list in order for the destroy process to begin.
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MDestroying Data: Action

At this point it will download and destroy all of your data according to your data selection and destroy
options.

This page will display a summary of progress, as well as a log of the files destroy so far.

When all of the selected versions of files have been destroyed, the action results page will automatically
appear.

87



THE BACKUP SOFTWARE USERS GUIDE
Quick Reference: File Manager

mDestroying Data: Action Results

This is the final step of the wizard where it presents a summary of what happened during the destroy
process, as well as a detailed log showing all of the details. The detailed destroy log will also appear on the
System Status page in The Backup Software.

At this point you can choose to either exit the program or you can start over if you want to perform another
task.
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mOverView: Disk Usage Inspector

The disk usage inspector tool is designed to help you understand which directories are contributing the most
towards your current, historical, and deleted disk usage.

|

Disk LUsage
Inspectar

You can start the tool by using the Control Panel page of the The Backup Software.

The first page of the wizard displays the login page. If you have configured local backups, the server drop
down list will also contain selections for the local server or local disk backup destinations. Additionally, you
can also select a different filesystem path that contains backup data by using the restore from disk field.
The next page of the wizard displays the disk usage information. This page first downloads the list of all
folders contained on the server. Once downloaded, it will display the folders along with several columns of
information.
Columns of information:

e Size: The amount of current data in just this directory.

e Total Size: The amount of current data in this directory and all of its subdirectories.

o Deleted Size: The amount of deleted data in this directory and all of its subdirectories.

e Size of Versions: The amount of historical data in this directory and all of its subdirectories.
Types of data:
Current data is information required to store the current versions of all of your files. The results of the

estimated disk usage on the Visualize! dialog on the Folders page of The Backup Software should roughly
match the amount of current data shown on this screen.

5

Folders

Historical data is information required to store the previous versions of files that still exist on your computer.
Only the changes between versions are stored. Files that change frequently or large files that are rewritten
often (such as very large .zip files) can contribute towards high levels of historical disk usage. Use this tool
to quickly identify which directories contain files with the largest historical deltas. You can then customize
your backup policies for just these folders or files to store less historical information, if desired.
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Deleted data is information required to store the current and historical versions of files that were once
backed up but then were subsequently deleted from your computer. The Backup Software retains these
deleted files in the backup for as long as you have configured it to do so according to the versioning settings

on the Options page.
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m0verview: The Archiving Software

The Archiving Software can be used to provide message-level backup and restore as well as active archiving
of content out of Microsoft Exchange mailboxes (to optimize space and performance). See the email
archiving feature overview for more details on its capabilities.

The product works by copying information out of Exchange mailboxes into a locally stored archive. The local
archive can be stored on any local filesystem. Additionally, The Archiving Software can also remove archived
content out of mailboxes, either leaving behind a stub or removing the content completely. Optionally, you
can configure The Backup Software to remotely backup your local email archive by adding your archive
locations on the Folders page in the The Backup Software.

The topics in this quick reference guide will help you install The Archiving Software. Once installed, more
detailed documentation is available that will help you configure and manage email archiving and perform
archiving tasks. To view the detailed product documentation without installing, open the The Backup
Software, and use the Tools ->Email Archiving-> Documentation menu command.

Tools i Help
@ File Manager. ..
) webPortal...

| Email Archiving Install. ..

2 Local Backup Server Manage. ..

.___] Notifications, .. Documentation.

IJpdate License,

Pt g Gl - oo
Uninstall, ..

To install The Archiving Software, first review the system requirements, and then follow the steps in the
install guide.
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The Archiving Software is intended for use with Microsoft Exchange. The computer performing the email
archiving process must meet the following requirements:

e  Windows 2000, XP Professional, Vista, Windows 7, Server 2003, Server 2008 (or better)

e .NET Framework v2.0 (will be installed automatically if not yet installed)

e  Microsoft Internet Information Server 5.0 (or better)

e Exchange 5.5, 2000, 2003, 2007 (or better)

e Outlook 2000 (or better; only needed if not installed onto the Exchange server)

e  40MB for the program files and log files

e Local disk storage for the archive data (any accessible directory, including network shares, is
supported)

Exchange end-users who need to access archive content for their Exchange mailboxes from within Outlook
should be using Outlook 2000 or better (other Exchange-compatible email clients should also be
compatible).

NOTE: An extra plugin installation on each Exchange client computer is not required. Outlook Web Access is
also supported.

Refer to the Install Guide for detailed installation instructions.
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MOverview: The Archiving Software Installation

The Archiving Software Install Guide [123 4567 8 9]

The Archiving Software is composed of two separately installable components:

e Service component: This component has three pieces:
¢ A management console application to graphically configure email archiving.
e A Windows service to perform the archiving work in your Exchange information stores.
e A backend web service IIS application that processes requests from the Web component.

NOTE: These components must be installed onto a computer is part of the same domain as the
Exchange server, and also has IIS running in 32-bit mode. This means that the Service component
cannot be installed onto an Exchange 2007 server (because Exchange 2007 requires IIS to be
running in 64-bit mode). Please follow the flowchart in this guide carefully. A future software
version will allow you to install this component onto a computer with IIS in 64-bit mode.

¢ Web component: This is a Microsoft IIS web application (ASP.NET v2.0) that allows Outlook and
Outlook Web Access users to search for and restore messages from the email archive. It also
provides the original message data when a user clicks a message stub link. It communicates with
the backend web service (part of the Service component) over your local network.

NOTE: This component can be installed to run as either a 32-bit or 64-bit IIS application. Use this
guide to determine which version of the component (x86 or x64) should be installed.

Depending on your requirements, each component can be installed onto the same computer or a different
computer.

Another choice is whether to install the components onto the Exchange server or onto a different computer
(either workstation or server) that has Outlook installed onto it.

This guide is composed of the following topics:

Overview of the concepts

Choosing components and install location
Windows security setup

Configure account credentials

Download and install components
Configuration wizard: Service component
Configuration Wizard: Web Component
Configure archiving policies and settings
Configure remote backups

WONOUhWN =

Please contact us if you have any questions about the install process.

52 Next: Choose components and install location
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Choose Components and Location

Use the following flowchart to decide where the install the Service component, whether you need to install
the Web component, and where the Web component should be installed (refer to the overview for a
description of the components).

" Doend-users need

< " access to the archives \ Yes,
No --..__‘chuding msg stu%ﬂ___.....
) 4 ~ Y
7 .\'\.. /// \"“\_
" Exchange T g
- ~ rd .
2003 or 20072~ _ " Do Outlook Web Access .
2003 ~ 2007 “~_users also need access? Yes
~ -
/4--\ /--—"—\ ~
£ \ /
{ :::t:::?:: \ / Install only the ' No _/_.1\
l- component onto I (Ssnce componenity /--/'/Exchan :\"“--
| onany computer | < B ~,
L any :omputer/x’ | o 2003 or 20072
— - \ except / ~ /./'
' Exchange server / 2003 T~ 2007
A 4
a8 ., - Y -~
Ny £ Ve
--”'//E:chans\;\'\ iun{lr;if::l%h g_u_tg\..."' [ Install the \"-.
2003 or 2903.?»// l-, the Exchange |.| [ mﬂt \
\..\__ /__/' A ' | |
2003 — 2007 \ server 4 | onto the
Exchange server;
| install the Service
P A4 -~ - v N I". component onto ."I
/ installboth / installboth | adifferent
}mmponents onto | I-' components onto | N Computer J
| any computer | | anycomputer | g
p | exceptthe |
' Exchange server /
N /
e 7

“~ Previous: Overview
52 Next: Windows security setup
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Now that you know where each of The Archiving Software components will be installed, Windows security
must be adjusted.

Each component can be assigned to operate with the credentials of two different Windows users or to
operate with the same Windows user.

Each component has requirements to different parts of your domain and Exchange server:
Service component:

We highly recommend that you create an additional Windows user in active directory that is dedicated to
running The Archiving Software Service component. Domain administrators are denied access to mailboxes
within Exchange information stores by default. It is easier to add a new Windows user (the user does not
need to have an Exchange mailbox associated with it). The exception is if you are installing the Service
component onto a domain controller or Small Business Server. In that case, you must use a user that is
domain administrator, and you must follow the steps in Microsoft KB article 821897 (see below).

The Windows user that the service component uses to access your domain must:
e Have local administrative privileges on the computer where the Service component is installed.

To give a Windows user local administrative privileges, logon to the computer, right click My
Computer, and choose Manage. Then go to Local Users and Groups, and open Groups. Right click
Administrators and choose Properties. Click the Add button to add the Windows user to the group.

TIP: Do not add the user to the Domain Admins or Enterprise Admins group. While this will give
the user administrative permissions on the computer, it will also deny that user access to the
Exchange information stores (see note below).

e Have permission to read and write to any directory where you want to store your email archive
data.

e Have permission to read and write to all mailboxes in your Exchange information store(s).

IMPORTANT: Any member of the Domain Admins or Enterprise Admins user groups are explicitly
denied access to mailboxes in Exchange Information stores by default. We highly recommend
creating an additional Windows user in active directory dedicated to running The Archiving
Software Service component.

However, if you are installing the Service component onto a domain controller (including a Small
Business Server), or if you do not want to add a dedicated Windows user, then you must follow the
steps in Microsoft KB article 821897 to allow Domain Admins access to the mailboxes in your
Exchange information store.

To grant permissions to access Exchange mailboxes to a Windows user that is not a domain or
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enterprise admin, follow these steps:

—

Start the Exchange System Manager.

2. Expand the Servers group, expand the relevant server and storage group, and then right
click on the appropriate information store (e.g. Mailbox Store) and choose Properties.

3. Click the Security tab. Click Add.

4. Type in the name of the user or click Advanced to search for the appropriate user. Click
OK when finished.

5. Highlight the user in the list and make sure they have Full Control.

6. Save all changes. If you are already install the Service component, then make sure to

restart The Archiving Software Windows service.

Web component:

The only requirement for the Windows user that the Web component uses for credentials is that the user
must have local administrative privileges on the machine where the Web component is installed. This can
either be an account that is a domain administrator or another Windows user that has been given local
administrative privileges (see note on granting local administrative privileges in the previous section).
Next steps:

Now that you have configured Windows security to grant the components the necessary privileges to
perform email archiving, you can proceed to configure your The Backup Software account credentials.

“= Previous: Choose components and install location
57 Next: Configure Account Credentials
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MConfigure Account Credentials

The Archiving Software relies on your Backup Software account credentials for licensing and web-based
status monitoring and reporting. Before you install email archiving, you must first configure a username and
password for a Backup Software account that is licensed to use The Archiving Software. The Archiving
Software is licensed per mailbox, so a certain number of mailboxes will be activated for your Backup
Software account. To activate email archiving features for your account, please contact customer service.

NOTE: If you plan to archive information out of an Exchange journaling mailbox, you must be licensed for
at least as many mailboxes as are in the Exchange information store(s) that contains the journaling
mailbox(es) that you will be archiving information from. Please see the end-user license agreement for more
information.

Once email archiving has been activated for your account, follow these steps on each computer where you
need to install email archiving components:

1. Download and install The Backup Software.

2. Open the The Backup Software and go to the My Account page.

=
kbl

i
My Account

3. Enter the username and password of your Backup Software account for which email archiving has
been activated.

4. If you plan on backing up your archive remotely, then you should also configure your pass phrase
(otherwise skip this step).

TIP: If you are installing the Service component and Web component on different computers and
you want to backup your archive(s) remotely, then you only need to configure the pass phrase on
the computer where the Service component is being installed.

5. If you will be installing the Service component on this computer, go to the Schedule page and
setup a daily schedule.

<

Schedule

Even if you have not configured any data to backup on the Folders page, this is a required step.
Each day The Archiving Software will update licensing information as well as update your email
archiving status reports in the web portal.
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Tip: If you are installing only the Web component on this computer, then you do not need to set a
schedule.

Once you have configured your account credentials, you are ready to download and install the The Archiving
Software components.

“~ Previous: Windows security setup
57 Next: Download and install components
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MDownload and Install Components

The Archiving Software Install Guide [1234567 8 9]

Once you have configured your account credentials, the next step is to download and install The Archiving
Software components on each computer where the components should be installed (refer to the flowchart
for guidance).

If you are installing the components onto separate computers, then you should install the software onto the
computer that needs the Service component first, and then install the software onto the computer that
needs the Web component.

To install one or more components onto a computer, open The Backup Software and use the Tools -> Email
Archiving ->Install menu command.

Tools i Help
@ File Manager. ..
@ Web Portal. ..

| Email Archiving Install, ..

2ol Local Backup Server Manage. ..

4 Motifications. .. Docurmentation

B s D T Update License

ninstall. ..

This will start the install wizard process. This wizard takes you through a number of steps:
1. It checks that your Backup Software account has email archiving features activated.
2. It checks for, and automatically downloads and installs (if necessary) any dependent system
runtime libraries, including the .NET framework v1.1, the .NET framework v2.0, the MSVC 2005
SP1 Runtime, and the MSVC 2008 Runtime.

3. It also checks to make sure you have installed Microsoft Internet Information Server v5.0 or later.

TIP: If you are using IIS 7.0 (e.g., on Vista or Server 2008), you need to make sure that the IIS
6.0 management compatibility component is installed.

4. It helps you choose which components to install. It will ask you a series of questions, which are the
same questions on the flowchart. After you answer the questions, it will ask which components you
want to install onto this computer.

5. Based on your choices in the previous step, it automatically downloads and installs the appropriate
files.
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6. Finally, it runs the configuration wizard for the component(s) that you chose to install.

The next two steps will help you complete the configuration wizard for each component.

“~ Previous: Configure account credentials
57 Next: Configuration wizard: service component
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At the end of the component install process (initiated by the Tools -> Email Archiving -> Install menu
command in The Backup Software), the configuration wizard will start for any component(s) that you chose
to install. Which pages of the wizard that will be displayed depend on which components you chose to
install.

If you installed the Service component, then the configuration wizard will show the The Archiving Software
Service Account page.

This page asks you to enter the credentials of the Windows account that you want to use for the Service
component. (See windows security setup for details on the permissions that this Windows user must have
and configuration instructions.

NOTE: Domain admins and enterprise admins do not have sufficient privileges in a default Microsoft
Exchange configuration.)

The username should either have the form domain\username or username@domain.

To proceed with the install, complete the Web component configuration wizard on the computer where you
installed the Web component. If you installed the Web component on the same computer as the Service
component, then clicking Next in the configuration wizard on the Service Account wizard page will take you
to this step.

“= Previous: Download and install components
57 Next: Configuration wizard: Web component
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At the end of the component install process (initiated by the Tools menu, Email Archiving, Install command
in The Backup Software), the configuration wizard will start for any component(s) that you chose to install.
Which pages of the wizard that will be displayed depend on which components you chose to install.

If you installed the Web component, then the configuration wizard will show The Archiving Software Web
Service Account page.

This page asks you to enter the credentials of the Windows account that you want to use for the Web
component. (See windows security setup for details on the permissions that this Windows user must have
and configuration instructions.) This Windows account must have local administrative privileges on this
computer.

The username should either have the form domain\username or username@domain.

If you did not install the Service component on this computer, then the configuration wizard will also show
The Archiving Software Console Computer page. This page will ask you for the hostname or IP address of
the computer that is running the Service component.

Once you have completed the configuration wizard for both the Service component and the Web
component, you can use The Archiving Software management console to start configuring your email
archiving policies.

“~ Previous: Configuration wizard: Service component
57 Next: Configure archiving policies and settings
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When the configuration wizard completes on the computer where you installed the Service component, you
will be given the option of starting the management console, and also starting The Archiving Software
reference manual (which provides detailed help on all aspects of the management console).

This topic will give an overview of how you should use the management console to configure email
archiving. For detailed instructions about a particular step, please consult the relevant topic in The Archiving
Software reference manual, which can be started from within The Backup Software by using the Tools
menu, Email Archiving, Documentation command.

Use the management console to perform the following tasks:

1. Use the Archive Locations page to add one or more filesystem locations where you want to store
archive data. If you want to store to a network share or NAS, add a location using a UNC path
(\\server\share\folder, etc.).

2. Use the User Groups page to add the Exchange mailboxes that need to use email archiving. If you
want to automatically activate email archiving for any Exchange mailboxes matching certain
criteria, use the Automation page to setup a Query active directory for mailboxes process.

3. If you want to archive information within Exchange public folders, add the relevant folders using
the Public Folders page.

4. Use the Policies page to configure one or more archiving policies (there is no limit). An archiving
policy determines (a) what information should be copied (based on message age, size, sender,
subject, etc.), (b) whether or not the information should be left in the mailbox, replaced with a
stub, or removed completely, and (c) when the archiving should be performed.

Which policies to create depends on what you want to accomplish. Here are some common ways to
configure and use The Archiving Software:

Message-level backup + removal of old content: This scenario is relevant if you want to
protect all email content for some or all of your Exchange mailboxes and you also want to remove
old information out of Exchange to optimize Exchange performance.

To implement this scenario, create two policies: one to capture all messages without removing
content, and another policy to move older content out of Exchange and into the archive (leaving
either a stub behind or removing it completely according to your preference). For details on how to
configure each policy, see the instructions for the next two scenarios.

The system is efficient such that once a message has already been stored in the archive, it will not
be stored in the archive again if another policy matches the message at a later point in time. Thus,
you can use one policy to copy everything into the archive (providing message-level backup), and
then have another policy that comes back later and stubs or removes old content (or content
matching other criteria).
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Message-level backup only: This scenario is relevant if you want to protect all email content for
all or only some of your Exchange mailboxes and you do not want to remove any information from
the Exchange mailboxes. To implement this scenario, configure a new policy as follows: On the
Message Types tab, check all boxes. On the Action tab, choose Leave the original message in the
mailbox and turn on indexing. On the Conditions tab, choose Capture all messages. Then assign
your policy to all of your users.

Tip: Message-level backup is typically not a suitable replacement for an information-store wide
backup of Exchange. In general, after a complete loss of the information store it will be much
faster to perform an information-store wide restore, rather than performing a message-level
restore. Thus, we recommend that you also backup your store files (.chk, .edb, .stm, .log) directly
in addition to performing message-level backup.

Removal of old content: This scenario is relevant if you only want to use The Archiving Software
to optimize the performance of your Exchange information stores by moving old content (such as
large attachments) out of Exchange and into the archive. Since you will not be using The Archiving
Software to archive all message content, you should have a suitable Exchange backup solution in
place that complements The Archiving Software.

Legal compliance: This scenario is relevant if you are using The Archiving Software to assist with
email retention regulations and you need to capture all email, even email that was deleted by
recipients as soon as they received it. To implement this scenario, configure Exchange journaling
for your information stores. Then, create a policy that archives all message content, and be sure to
check the This policy applies to Journal mailboxes checkbox in the General policy options tab.
Finally, activate the policy for the user that corresponds to the Exchange journaling mailbox.

Tip: This scenario can be combined with any of the other scenarios. First, complete the
configuration for the other scenario, and then add another policy to archive information out of just
the Exchange journaling mailbox.

Note: If you are archiving information in a journaling mailbox, then you must be licensed for at
least as many mailboxes as there are in your Exchange information store.

Category-based archiving: If desired, users can be given the ability to use Outlook categories to
indicate when messages should be archived (stubbed) or restored (unstubbed). Rather than using
policies this is actually a property of users (set on the Users page). Category scanning also has to
be enabled on the Local Service page. Users should create two Outlook categories: *Archive
Message and *Restore Message and then mark messages as appropriate to have messages
archived and restored.

Once you have configured your policies, you need to assign users to each policy, so that each
policy knows which users and public folders this policy should apply to (to do this, right click a
policy, choose View Users for this Policy, and then click the add toolbar button (second from the
left) to select and add the users).

If you want to automatically assign users matching certain criteria to a specific policy, use the
Automation page to setup a Set policy based on active directory process.

Finally, use the Local Service page to schedule routine archive maintenance. We recommend the
following settings:

e Enable Debug Logging: Unchecked

e Folder Maintenance: Checked and scheduled once per day

e Scan User Categories: Unchecked

e Archive Maintenance: Checked and scheduled once per 7 days
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e  Stub Maintenance: Checked and scheduled once per 28 days

e  Stub Maintenance Safe Delete: Checked

e  Backup Duplicate Messages: Checked -- This only affects whether or not duplicate
messages are stored in the local archive. When you remotely backup your archive,
duplicate messages are not backed up. If you want to save space in your local archive as
well, then uncheck this setting.

You can also use the Archive Web URLs tab, Status button to see if the Web component is properly
installed and running.

Now that archiving has been configured and scheduled, you can optionally choose to remotely backup your
archives for backup and disaster recovery purposes.

¢—' Previous: Configuration wizard: Web component
57 Next: Configure remote backups
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Optionally, you can choose to enable remote backups of your email archives. You can also use the local
backup features to make encrypted local backups of your email archive.

To backup your archives:

1. On the My Account page in The Backup Software, make sure that you have configured a pass
phrase.

2. On the Folders page, click the Add button. Now that you have configured one or more Archive
locations within The Archiving Software, a popup menu will appear with a list of your archive
locations. Select one of the archive locations to add it to your folder list (or there is a menu item to
proceed to the normal add folder dialog, if you wish).

You should have already have scheduled a time for backups to begin when your configured your account
credentials.

We recommend scheduling remote backups so that they start after The Archiving Software has finished the
archiving process for the day. How long the archiving process will take depends on the size of your
Exchange database and the memory and speed of your computer(s).

For smaller Exchange servers, schedule the remote backup to begin 1 or 2 hours after the email archiving
work is scheduled to begin. For larger Exchange servers, we recommend examining the daily processing log
from within The Archiving Software to estimate how much time email archiving will require on average. If
necessary, use the Schedule page to adjust your backup schedule.

TIP: If you are also backing up your Exchange information store from this computer, then if you have a
large Exchange information store (larger than 20GB) you may want to consider using two settings profiles
on this machine -- one to backup the Exchange information store, and the other to backup your email
archive.

Conclusion:

At this point email archiving is fully installed and configured. Archiving will automatically happen according
to the schedules you have assigned to your policies.

“~ Previous: Configure archiving policies and settings
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Whenever you have an issue with The Archiving Software, a good place to start is to look at the various logs
and look for error conditions highlighted in red. The following logs are available from within the
management console of The Archiving Software:

e Console: This logs all actions performed from within the management console user interface.

e Service: This logs the startup and shutdown of the Windows service that performs the actual
email archiving. If you start tasks with the management console interface, but no processing tasks
appear to start, use these logs to understand if the service is running and if something is
preventing it from finding and queuing tasks.

¢ Processing: These logs contain a detailed record of what happened while a particular task was
being performed. If a processing task appeared to run, but the results were not what you expected
(e.g., messages aren't appearing in your archive), then check the processing log for errors.

You can also use the Help Me button on the System Status page of The Backup Software to package all of

the recent Archiving Software logs to send to technical support for analysis.

@

Help Me!
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This topic will help you troubleshoot problems accessing stub messages.

Retrieval of messages in the archive via message stubs (from within Outlook and OWA) uses a web service
running in IIS (on the computer where the Web component has been installed). Errors encountered
accessing message content can usually be attributed to configuration or permission based issues in IIS.
Although The Archiving Software setup wizard attempts to detect and resolve these configuration issues,
manual configuration may be necessary.

Please follow these steps to troubleshoot:

1.

On the computer where you installed the Web component, check that the aaWeb IIS application
exists in the Default Web Site. If the application is not there, follow these instructions to create it.

On the computer where you installed the Service component, check that the aaWebService IIS
application exists within the Default Web Site. If the application is not there, follow these
instructions to create it.

Launch a web browser and enter the following URL:

http://SERVER/aaWeb/default.aspx
where SERVER is the hostname or IP address of the computer where you installed the Web
component.

If successful, you should see a screen that says Configured AA Services and shows a listbox with
one entry, indicating one service in an Idle state.

If you do not see a screen like this, please refresh the page and try one more time. If the page
does appear, then please try clicking on the message stub link again. If an error still occurs, please
continue with the troubleshooting process.

If you are using IIS 6.0 (or later), check that the status of the ASP.NET v2.0 web extension is set
to Allowed. To verify this, launch IIS manager from within Administrative Tools from within the
Windows control panel, and look in the Web Service Extensions list.

Open the IIS manager on the computer(s) where the Web component and Service component are
installed, right click either aaWeb or aaWebService, click the ASP.NET tab, and verify that the ASP
version is set to 2.0.

If you are using IIS 6.0 (or later), on the computer where the Web component was installed, start
the IIS manager and click the MIME Types list. If .msg is missing from the list of MIME types, add a
new MIME type with an extension of .msg (including the period) and a MIME type of
application/outlook.

On the computer where the Web component was installed, start IIS manager, right click aaWeb,
and choose Properties. Click the Documents tab. Make sure Enable default content page is checked
and make sure that default.aspx is in the list.

On the computer where the Web component was installed, start IIS manager, right click Default
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Web Site and choose Properties. Click the Web Site tab. Check that the TCP port is set to 80.

9. On the computer where the Service component was installed, start IIS manager, right click
aaWebService, and choose Properties. Click the Directory Security tab. Click the Edit button in the
Authentication and access control group. Make sure that it is set to use the Windows user that
meets all of the requirements listed in the windows security setup for the Service component.

Please contact technical support if these steps do not resolve your issue.
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This topic will help you resolve an error where you have archiving policies configured and they appear to
run, but no messages appear in your archive, and where your processing log contains an error message
with MAPI_E_UNKNOWN_FLAGS in the error text.

This error is caused when the Service component is installed onto an Exchange 2003 server or a computer
that has Outlook 2000 on it (instead of Outlook 2003 or better). The version of MAPI provided by Microsoft
with these application versions do not support the Unicode message format.

To resolve this issue, you must change the archiving format to ASCII instead of Unicode (which is the
default). Follow these steps to do this:

1. Open The Archiving Software management console, and go to the User Groups page.

2. For each user group, select all users, right click, and choose Edit user settings (this will edit the
properties of all users in the user group at the same time).

3. Change the MSG Format in the lower-left hand corner of the page to ASCII.
4. Save all changes.

Future versions of the software will allow setting a default message format for all users. If the error
continues to happen after making this change, please contact technical support.
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The Archiving Software requires that its executables be in the system path for proper operation. Normally,
the setup wizard is able to automatically modify your system path. If the setup wizard encounters an error,
you will need to manually add the appropriate directory to your system path.

The following location is the installation directory and should be in your system path:
(program files)\ (location of <The Backup Software>)\email-archiving-exch
To check if the directory is in the path or to add it to the path, follow these steps:

In Windows explorer, right click on My Computer and choose Properties.

Click the Advanced tab.

Click the Environment Variables button.

In the System Variables list, find and highlight the Path entry and click Edit.

If you do not see the installation directory listed anywhere within the variable value, then add a
semicolon (;) to the end, followed by the full path of the installation directory.

uhwn e
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The setup wizard for The Archiving Software will automatically create an IIS application called aaWeb on the
computer where you chose to install the Web component. If the setup wizard encounters an error, you will
need to manually add the IIS application using the IIS management console.

To configure the aaWeb IIS application, follow these steps on the computer where you installed the Web
component:

1.
2.
3

vk

No

Navigate to the Windows control panel, and start the Administrative Tools.
Launch the Internet Information Service (IIS) management application.
Navigate to the root of the Default Web Site and expand it to see the list of configured web
applications.
If aaWeb is not present, then right click Default Web Site and choose New Virtual Directory.
Complete the Virtual Directory Creation Wizard using the following settings

e Name: aaWeb

® Directory: (program files)\ (<The Backup Software>)\email-archiving-

exch\WebSite

e Make sure the Read and Run Scripts permissions are checked.
Right click on the aaWeb application and choose Properties.
Click the Directory Service tab. Click the Edit button in the Authentication and access control
settings group.
Make sure that the Enable anonymous access is checked, and that you configure it to use a
Windows account that has local administrative privileges on the machine. Click OK to close the
Authentication Methods dialog.
Back on the Properties page, click the ASP.NET tab. Make sure that version 2.0 is selected. Click OK
to save all changes.

The IIS web application that hosts the logic for the Web component has now been configured.
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The setup wizard for The Archiving Software will automatically create an IIS application called aaWebService
on the computer where you chose to install the Service component. If the setup wizard encounters an error,
you will need to manually add the IIS application using the IIS management console.

These instructions are very similar to those for configuring the IIS web application for the Web component.
The main differences are that the virtual directory path is different, and the Windows user you should select
needs to be the Windows user that you configured for the Service component.

To configure the aaWebService IIS application, follow these steps on the computer where you installed the
Service component:

1.
2.
3

vk

No

Navigate to the Windows control panel, and start the Administrative Tools.
Launch the Internet Information Service (IIS) management application.
Navigate to the root of the Default Web Site and expand it to see the list of configured web
applications.
If aaWebService is not present, then right click Default Web Site and choose New Virtual Directory.
Complete the Virtual Directory Creation Wizard using the following settings

e Name: aaWebService

° D”ecu”y:(program files)\ (<The Backup Software>)\email-archiving-

exch\WebService

e Make sure the Read and Run Scripts permissions are checked.
Right click on the aaWebService application and choose Properties.
Click the Directory Service tab. Click the Edit button in the Authentication and access control
settings group.
Make sure that the Enable anonymous access is checked, and that you configure it to use the
Windows account that you setup for the Service component (see windows security setup for
details).
Back on the Properties page, click the ASP.NET tab. Make sure that version 2.0 is selected. Click OK
to save all changes.

The IIS web application that hosts the logic for the Service component has now been configured.
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Frequently Asked Questions

Why can't | see options for open file backup?

Open file backup requires Windows XP, Windows 2003 Server, or better. If you have an older version of
Microsoft Windows then the options for open file backup will not be displayed (it is automatically disabled).
If you are running a version of Microsoft Windows that supports Volume Shadow Copy but the options are
not displayed then please contact technical support.
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Frequently Asked Questions

Why does open file backup fail with error 8000fff

(E_UNEXPECTED)?

This error can be caused by the Volume Shadow Copy service having a startup type of Disabled. To resolve
this error, follow these steps:

uhwN =

Start the Services task within Administrative Tasks. Alternatively, run services.msc
Locate the Volume Shadow Copy service in the list.

Right click on the service and choose Properties.

Change the Startup Type to Manual.

Click OK to apply your changes.
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Frequently Asked Questions

Why does open file backup fail with error80042306

(VSS_E_PROVIDER_VETO)?

This error usually indicates one of the following conditions:

¢ Insufficient disk space. Volume shadow copy requires at least 100MB of free disk space for each
volume (drive) in the snapshot set.

e All volumes were formatted with the FAT32 format. This is common if you upgraded from Windows
95/98/Me and chose not to convert your volumes to NTFS format. Volume Shadow Copy requires
at least one NTFS partition to function correctly. You should either add a new hard disk and format
it with NTFS or you should convert one of your FAT32 partitions to NTFS (backup your data first;
please see here and here for more information).

It can also indicate an extremely high volume of I/O operations causing the snapshot creation operation to
fail. Please inspect your system log (use the Event Viewer administrative tool or run eventvwr.msc) for VSS
or VOLSNAP entries, and email these to our Technical Support Department.
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Frequently Asked Questions

Why does open file backup fail with error
80042347

This error can be caused by the SQL Server (MSDE) volume shadow copy writer when the SQL Server
database recovery model is not set to simple.

To resolve this error, please change your SQL Server database recovery model to simple. The Backup
Software automatically performs incremental backups, so the more complicated recovery models should
not be used, as they interfere with the backup process and create redundant data. Please see here and
here for more information.

Procedure to change the database recovery model to simple:

Start SQL Server Enterprise Manager.

Navigate to each database that you are backing up.
Right-click each database and choose Properties.
Click the Options tab.

Under Recovery, set the model to Simple.

ahwN =

This error can also be caused when the SQL Server (or MSDE) startup service is running under a startup
account with the format .\UserName.

To resolve this error, configure the startup account of the SQL Server service to use the LocalSystem
account. Alternatively, use a fully qualified user name: Domain\UserName. Please see here for more
information.

Procedure to change the startup account of the SQL Server service:

Start the Services task within Administrative Tasks. Alternatively, run services.msc

Locate the MSSQLSERVER service in the list.

Right click on the service and choose Properties.

Click the Log On tab.

Change Log on as to be the Local System account. Alternatively, click This account and specify
an account located within a domain.
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Frequently Asked Questions

What will | need to recover a forgotten pass
phrase?
To recover a forgotten pass phrase you will need:
e A computer that has the client software installed on it
e  Your account username and password

e The exact answers to your security questions.

However, you will not need to remember the security questions themselves.
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Frequently Asked Questions

Why is the pass phrase stored on your server
secure?

Ensuring your privacy and security is our number one priority. Your pass phrase is encrypted twice before it
is stored on the server to prevent anyone but you from recovering the stored pass phrase. The system is
designed so that recovering a pass phrase requires action from two people: the person that created the key
and a senior level server technician. Neither person can recover the pass phrase without the cooperation of
the other person. The system is also designed so that only the creator of the pass phrase can view the pass
phrase once it is recovered.

Is this secure? Will someone be able to access my data?

Using 2 layers of encryption around the stored pass phrase offers a very high level of protection. The outer
layer requires our 3072-bit private key to decrypt. This private key is encrypted by our master pass phrase
recovery password, which is never written down and is known by only a few people (it is a closely guarded
secret). Even those who know the master pass phrase recovery password cannot view your pass phrase
because of the inner layer of encryption protecting your pass phrase.

Decrypting the inner layer of encryption requires knowing the answers to your security questions. The
security questions themselves are only protected by the outer layer of encryption (anyone with the private
key has access to your security questions). Thus, you should choose questions that are difficult for another
person to answer (and yet will be something you will never forget). The more questions you use the harder
it is to break the inner layer of encryption. Each additional question makes it exponentially more difficult. We
recommend using at least four security questions to protect your pass phrase. The answers to your security
questions are only used to encrypt the pass phrase and are never sent across the Internet, stored on the
server, or remembered by the client software.

Technical Details

When your pass phrase is stored on the server it is secured by following this process:

1. You select a series of questions that only you should know the answer to and then provide the
answers. You should use enough questions such that you are sure that only you will have the
answers to all of the questions.

2. The answers to the questions are used to generate a 256-bit encryption key by following the
standard described in RFC2898 (using SHA-256 for the hash function).

3. The pass phrase is encrypted using the Advanced Encryption Standard (AES) algorithm and the
encryption key derived from the answers to your security questions.

4. A random 256-bit file encryption key is generated and is used to encrypt your encrypted pass
phrase and your list of security questions (but not their answers) using the AES-256 algorithm. The
dually encrypted pass phrase and the encrypted list of security questions is called a pass phrase
envelope.

5.  The random 256-bit file key is encrypted using our 3072-bit public key. Only someone with the
matching private key can decrypt this data. We are the only ones with access to the private key.

6. The encrypted 256-bit file key along with the pass phrase envelope is sent via SSL (an encrypted
Internet connection) to our server, where it is stored. The permissions on the stored file are
narrowed such that only a senior level server technician can access the data.

When you need to recover your pass phrase it is secured by the following process:
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You use the client software to request that your pass phrase be recovered. The software generates
a new 3072-bit public/private key pair (this is your request key).

The public request key and the details of your request are sent via SSL to our server, where it is
stored.

A senior level server technician will use the master pass phrase recovery program to decrypt the
outer layer of your stored pass phrase envelope. This requires that the operator to enter the
master pass phrase recovery password, which decrypts our 3072-bit private key.

At this point your pass phrase is still encrypted with the 256-bit encryption key that was generated
by the answers to your questions. As the technician does not know the answers to your security
questions your pass phrase is still private.

The recovery program generates a new 256-bit file key and encrypts the pass phrase envelope.
The pass phrase envelope is now fully encrypted again. The new 256-bit file key is encrypted with
your request public key. Now only the person that can decrypt the pass phrase envelope is the
person with the request private key (the person that submitted the request).

The newly encrypted pass phrase envelope is stored on the server. The technician emails you
notifying you that your request has been handled.

You use the client software to connect to our server and download the response over an SSL
connection.

The client software uses the request private key to decrypt the outer layer of the pass phrase
envelope.

The client software presents your security questions. If you correctly answer these questions then
it will be able to decrypt the final encryption layer protecting your pass phrase, and your pass
phrase will be recovered.
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Frequently Asked Questions

How can | backup SQL server databases?

The answer can be summarized as follows:

Create a sub-account for each database server.

Login to each database server as a user that has rights to read the database files.

Install and configure The Backup Software on each database server.

Add the folder containing your database files (*.mdf and *.Idf) to the backup.

Change the database recovery model to Simple. More information on why this is required is
available here.

e  With the database recovery model set to Simple you do not need to use the backup functionality of
SQL Server, as long as The Backup Software is successfully backing up your database on a regular
basis.

The Backup Software will automatically perform differential, hot backups of your database. If using the
Simple recovery model does not meet your needs then you should configure The Backup Software to backup
the directory where SQL Server places its backup files. More information on SQL Server recovery models is
available here.

Procedure to change the database recovery model to simple:

Start SQL Server Enterprise Manager.

Navigate to each database that you are backing up.
Right-click each database and choose Properties.
Click the Options tab.

Under Recovery, set the model to Simple.

W=
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Frequently Asked Questions

How can | restore an SQL Server database?

The procedure depends on whether you were backing up your database using the simple recovery model or
another recovery model. If you were using the simple recovery model and volume shadow copy service (the
default database backup procedure for The Backup Software) then follow these procedures:

1.

oukw

7.

Use the file manager to select the database files (*.mdf and *.Idf) you want to restore.

On the Restore Data: Options screen, choose to restore the files to a folder that is different from
the folder containing your existing database files. Please choose a location that is on a local hard
disk (SQL Server will not attach databases on network storage)

Be sure not to overwrite any existing files when performing the restore.

Follow the steps in the wizard to finish the restore process.

Login as the database administrator and open a SQL command window.

For each database your need to restore, perform the following SQL commands:

use master

go

sp_detach_db 'databasename'

go

sp_attach db 'databasename' 'path to mdf file' 'path to 1df file'
go

After you have verified all data was restored successfully, you may delete the old mdf and Idf files.

If you only need to perform partial recovery of a database, then follow this procedure:

1.
2.
3.

Restore the mdf and Idf files following steps 1 - 4 from above.
Login as the database administrator and open a SQL command window.
For each database you need to extract information from, perform the following SQL commands:

use master

go
sp_attach db 'temp databasename' 'path to mdf file' 'path to 1df file'
go

(use SQL commands or other tools to copy data you want to restore
from temp databasename to the live database)

sp_detach _db 'temp databasename'

go

4. After you have restored all the data you need you may delete the downloaded mdf and Idf files.

If The Backup Software was not backing up the mdf and Idf files directly but was rather backing up SQL
Server backup files, then please restore the SQL Server backup files and follow the restore procedures found

here.
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